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This article introduces a method of how to deploy multiple Site-to-Site IPSec VPN tunnels

between a Cisco PIX 525 firewall and Juniper NetScreen security appliances.
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hostname -firewall

names

name 9.9.9.9 HQ_NS204 description HQ 204 (G SCHLREXT %)
name 8.8.8.8 Branch_NS25 description Branch 25

name 192.168.100.0 HQ_LAN

name 192.168.10.0 Branch_LAN

dns-guard
/
interface Ethernet0 (BLE )
nameif outside
security-level 0
ip address 10.10.10.10 255.255.255.224
!
interface Ethernet1
nameif inside
security-level 100
ip address 192.168.1.101 255.255.255.0
!
interface Ethernet2
nameif intf2
security-level 10
no ip address
!
clock timezone BJT 8
access-list acl_outside extended permit icmp any any
access-list outside_cryptomap_1 extended permit ip 192.168.1.0 255.255.255.0 HQ_LAN
255.255.254.0 (7€ UL BT ACL)
access-list outside_cryptomap_2 extended permit ip 192.168.1.0 255.255.255.0 Branch_LAN
255.255.255.0 (7€ UL 21143 3 11) ACL)
access-list no_NAT extended permit ip 192.168.1.0 255.255.255.0 Branch_LAN
255.255.255.0 (L & ABE NAT 9 =51 3K)
access-list no_NAT extended permit ip 192.168.1.0 255.255.255.0 HQ_LAN 255.255.254.0




(FC BB NAT [R5 2)

mtu outside 1500

mtu inside 1500

mtu intf2 1500

ip verify reverse-path interface outside

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image flash:/asdm-61557.bin

asdm history enable

arp timeout 14400

nat-control

global (outside) 1 10.10.10.10

nat (inside) 0 access-list no_NAT (fiff no_NAT FJii & A4 NAT)

nat (inside) 1 192.168.1.0 255.255.255.0

access-group acl_outside in interface outside

route outside 0.0.0.0 0.0.0.010.10.10.11 1  (Jic'& PIX ERIAMK )

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

http server enable

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps snmp authentication linkup linkdown coldstart

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac

crypto ipsec transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set security-association
lifetime seconds 28800

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set security-association
lifetime kilobytes 4608000
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crypto map outside_mapl1 1 match address outside_cryptomap_1(3€ X VCEC IR &)

crypto map outside_map1 1 set peer HQ_NS204 (it & iz 2 W i ik

crypto map outside_map1 1 set transform-set ESP-AES-128-SHA ESP-3DES-SHA(IC &' ESP 5.
%)

crypto map outside_map1 1 set security-association lifetime seconds 28800(IiC. & SA - A7 i}
1))




crypto map outside_map1 1 set security-association lifetime kilobytes 4608000
crypto map outside_map1 1 set nat-t-disable(ZEFH NAT 75i%, R TFEWH A LLZH)
A E L5 30T VPN
crypto map outside_map1 2 match address outside_cryptomap_2
crypto map outside_map1 2 set peer Branch_NS25
crypto map outside_map1 2 set transform-set ESP-AES-128-SHA ESP-3DES-SHA
crypto map outside_map1 2 set security-association lifetime seconds 28800
crypto map outside_map1 2 set security-association lifetime kilobytes 4608000
crypto map outside_map1 2 set nat-t-disable
crypto map outside_map1 interface outside
crypto isakmp identity address
crypto isakmp enable outside
crypto isakmp policy 5
authentication pre-share
encryption aes
hash sha
group 2
lifetime 86400
ssh timeout 5
ssh version 2
console timeout 0
threat-detection basic-threat
threat-detection statistics port
threat-detection statistics protocol
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
ntp server 192.168.1.20 source inside
ssl server-version tlsv1
ssl encryption aes128-shal 3des-shal
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol IPSec
LB F 5 SEH VPN SEZ R 2 2 4
tunnel-group 9.9.9.9 type ipsec-121
tunnel-group 9.9.9.9 ipsec-attributes
pre-shared-key YOUR-PRE-SHARED-KEY
B FL G VPN SEZE R 2 25 4
tunnel-group 8.8.8.8 type ipsec-12/
tunnel-group 8.8.8.8 ipsec-attributes
pre-shared-key YOUR-PRE-SHARED-KEY




